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ABSTRACT- The rapid expansion of

network-based applications and internet
services has significantly increased the
risk of cyber-attacks such as denial-of-
service attacks, probing, malware
intrusions, and wunauthorized access.
Conventional intrusion detection systems
rely on predefined rules and signatures,
making them ineffective against novel and
evolving attack patterns. To address these
challenges, this project presents an
Artificial Intelligence-based approach for
detecting anomalous network traffic .The
proposed  system  employs machine
learning techniques to learn normal
network behavior and identify deviations
that indicate potential security threats.
Network traffic data is collected from
standard intrusion detection datasets and
undergoes preprocessing, feature
extraction, and normalization to improve

detection efficiency
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INTRODUCTION

The rapid growth of network-based
applications and internet services has
revolutionized communication, commerce,
and access to information, yet it has
simultaneously increased the vulnerability
of digital infrastructures to cyber threats.
Modern networks are susceptible to a wide
variety of attacks, including denial-of-
service (DoS), distributed denial-of-service
(DDoS), malware intrusions, phishing
attacks, probing, and unauthorized access.
Cyber-attacks  have  become  more
sophisticated and frequent due to the
proliferation of interconnected devices,
cloud computing, mobile platforms, and the
Internet of Things (IoT). These attacks not
only compromise sensitive information but
also disrupt critical services, damage
organizational reputation, and 1impose
significant financial losses. Traditional
intrusion detection systems (IDSs) rely on
predefined rules and signature-based
detection, which are effective against
known threats but fail to identify novel and

zero-day attacks. Signature-based systems

Vol 26 Issue 07, July 2026

Page 1478 of 1483



ISSN No: 2250-3676

International Journal of Engineering Science and Advanced Technology (IJESAT)

require constant updates to maintain
accuracy, leading to delays in detecting
emerging threats and leaving networks
exposed during the update interval.
Moreover, static rules cannot capture the
dynamic and evolving patterns of modern
cyber-attacks, particularly those that use
polymorphic malware, stealthy behaviors,

or multi-stage attack strategies.

As cyber threats become increasingly
complex, the need for adaptive and
intelligent detection mechanisms has grown
significantly. Artificial intelligence (Al)
and machine learning (ML) provide
promising solutions to these challenges by
enabling systems to learn patterns, identify
anomalies, and adapt to new threats without

explicit programming.

LITERATURE SURVEY

Several studies highlight that anomaly-

based intrusion  detection  systems
outperform traditional rule-based methods
in detecting unknown attacks. Researchers
have demonstrated that machine learning
algorithms such as Random Forest, Support
Vector Machine, and Neural Networks
effectively analyze network traffic features.
However, challenges such as high false-
positive rates and scalability limitations still
exist, emphasizing the need for improved

Al-driven detection systems.
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RELATED WORK

Previous research primarily focused on
signature-based intrusion detection and
statistical ~ traffic ~ analysis.  Recent

advancements incorporate machine
learning models trained on benchmark
datasets such as NSL-KDD and CICIDS.
These models improve detection accuracy
by identifying deviations from normal
traffic  behavior. Ensemble learning
approaches, particularly Random Forest,
have shown superior performance in

handling complex network pattern.
EXISTING SYSTEM

Existing intrusion detection systems rely on
rule-based and signature-based approaches
to 1dentify network attacks. These systems
require frequent manual updates and fail to
detect new or unknown threats. High false-
positive rates and inefficiency in handling
large-scale network data limit their

effectiveness in real-time environments.
PROPOSED SYSTEM

The proposed system introduces an
Artificial Intelligence (Al)-based approach
to detect anomalous network traffic
effectively. Unlike traditional rule-based
security systems, the proposed model
learns normal network behavior from
historical traffic data

and identifies deviations that indicate
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potential cyber-attacks. This intelligent METHODOLOGY DESCRIPTION

system is capable of detecting both known ] )
The methodology involves collecting

and unknown attacks with higher ‘
network traffic data and extracting key

accuracy.The system '
features such as packet count, duration,

collects network traffic data from
protocol type, and error rates. These

benchmark datasets or live network sources ) )
features are normalized and fed into

and performs preprocessing operations ) ) ] ]
machine learning models including

such as data cleaning, normalization, and o ‘
Random Forest and Logistic Regression.

feature encoding.
S The trained model predicts whether the

Important network features are selected to ) ) )
network behaviour is normal or irregular.

reduce dimensionality and improve o
The prediction is processed by a Flask-

detection efficiency. Machine learning ) ‘
based backend and displayed to the user via

algorithms such as Random Forest, Support
Vector Machine (SVM), and Isolation
Forest are used to train the model. Once RESULTS AND DISCUSSION

trained, the system classifies incoming

the web interface.

User Registration Page: The registration

network traffic as normal or anomalous in
page enables new users to create secure

real

SYSTEM ARCHITECTURE

accounts by submitting basic credentials.

The system follows a three-tier architecture
consisting of a presentation layer, Create Account

application layer, and data layer.
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Fig.5 Normal Behaviour

Normal Network Behaviour Result: The
system correctly identifies benign network
traffic and displays a normal behavior
result, confirming accurate learning of

legitimate patterns.

CONCLUSION

This paper presented an Al-Driven
Identification  of Irregular Network

www.ijesat.com

Behaviour system that combines machine
learning and web technologies to enhance
network security. The proposed solution
effectively detects anomalous activities,
reduces false alarms, and supports scalable
real-time monitoring. Future work includes
integrating deep learning models, live
packet capture, automated alert
mechanisms, and advanced visualization

dashboards to further strengthen network

defense capabilities.
FUTURE SCOPE

Future enhancements include real-time
packet capture, deep learning-based
detection models, cloud deployment,
automated alert systems, and integration
with SIEM tools for enterprise-level

security monitoring.
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